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Abstract- Data storage and accessibility through remote 
places is becoming the challenging task in the recent days. The 
amount of data need to be stored is increasing day to day, 
number of people to be allowed to use the information and 
locations are also increasing. Cloud computing is the well and 
emerging technology used by the individuals, entrepreneurs 
and organizations for this purpose. Cloud technology provides 
virtual storage of data and it can be accessed by the data 
owner or any others with the privileges of the data owner. 
With the traditional methods of information storage 
accessibility of data is very less. Cloud data storage has taken 
a revolution in the information storage and accessibility from 
remote places with less infrastructure. However the issues 
concern with cloud data storage mechanism are: data privacy, 
data loss and threats. Here we proposed a secured multi-level 
encryption mechanism for privacy preserved access control 
over cloud data. 
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I. INTRODUCTION 
Data storage and accessibility through remote places is 
becoming the essential part of the current world. Cloud 
storage mechanism is the emerging technology people are 
using now a days for this purpose. Using the cloud data 
storage information can be stored and viewed when 
required from any place with less infrastructure, sometimes 
even with mobile phones also. Security and privacy of 
information are the major concerns with the cloud data 
storage. However we have so many encryption mechanisms 
to protect our data, these encryption mechanisms can assure 
the confidentiality of the data, but the use of general 
traditional encryption mechanism may not sufficient. Most 
of the organizations now a days are enforcing access 
control policies (ACP’s).  
In traditional data privacy mechanism the entire system has 
to depend on the cloud server for protection by which, any 
unexpected privilege growth may expose all the data. In a 
shared cloud storage mechanism data will be stored in one 
physical storage but virtually it will be stored in different 
machines. Coming to availability of data we have a number 
of cryptographic mechanisms through which a third party 
will take care of data security by providing files to the data 
users without loss of data or without loose of data owners 
privacy. Data sharing is the major functionality of cloud 
computing. The thought-provoking task here is that how 
data owners will provide access rights to different kinds of 
data owners to view the encrypted data. The general 
method is users can download the files, decrypt them then 

share the data with others, but it losses the value of cloud 
storage mechanism. For this reason we should provide a 
mechanism for directly accessing the data from the cloud 
based on the access rights given to the data user. Of course 
providing partial access to the cloud data by providing 
different kinds of access right is not a simple task.  
One mechanism to provide access to data users is to use 
fain-grained encryption mechanisms in which data items 
with similar kind of access control polices will be 
encrypted with a group of symmetric key. Now data owners 
will share these keys with the users based on the data items 
they are allowed to use. Drawback with this approach is 
maintaining several number of keys for the data items. 
However enhanced mechanism have been proposed to 
reduce the number of keys to be distributed by establishing 
the relationship between data items. It has some drawbacks 
such as, whenever a data user is revoked the owner has to 
download the complete data, decrypt it, re-encrypt and 
upload to the cloud, in order to distribute new encryption 
keys through the users owner has to establish a private 
secured connection with the users, all these issues reflect 
the cost inefficiency of the mechanism. In the recent days 
some broadcast key management schemes were proposed 
which will resolve some of these problems, which we used 
to refer as single level encryption mechanisms. A better 
mechanism for this is proposed in the form of multi-level 
encryption mechanism in which the data owner will 
perform a coarse-grained encryption at the owner level 
before hosting the data on to the cloud environment. The 
cloud server will perform fine grained encryption over the 
encrypted data received from the owner. Here the approach 
we used is the existing one only but the novel interesting 
thing here is how we applied the encryption mechanism at 
the cloud by identifying the relationship between various 
attributes of the data received.  
A typical thing in implementing the multi-level encryption 
is how to decompose the access control policies (ACP’s) to 
establish relationship among the data to provide new 
encryption mechanism without losing the data secrecy at 
the cloud level. While decomposing the access control 
policies (ACP’s) it should be noted that the confidentiality 
of the data from the cloud environment should be 
maintained with less number of attributes. The 
decomposition should be done such that the union of all the 
sub access control policies (ACP’s) should give the original 
access control policy (ACP). The data owner will encrypt 
the data first at owner level with one set of access control 
policies (ACP’s), then cloud server will perform all other 
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encryptions based on the relationship among the various 
attributes with the other set of access control policies 
(ACP’s). At the user level the data user has to apply two 
decompositions one for the encryption performed by the 
cloud server another one for the encryption performed by 
the data owner. Advantage with this mechanism is that 
when the data user changes owner side encryption need not 
be redone, only cloud side encryption need to be changed 
with a new set of keys. No data transmission is needed 
between the data owner and the cloud server. Another 
advantage with this mechanism is that no need to distribute 
the secret keys among the users, it’s enough to make teach 
them how to generate the secret key. 
 

II. OVERVIEW 
The existing traditional single level encryption policy uses 
broadcasting mechanism and group key management. The 
broadcast encryption is simply the process of generating 
some public keys broadcasting those among all the 
registered users along with the secret of generating private 
keys. Here transfer of keys is public and it is easy for the 
data owner to provide the keys. No need to replicate the 
secret key generation mechanism to the users whenever the 
data is modified. Broadcast encryption consists of several 
phases such as establishing secure connection, transfer of 
keys, broadcasting encrypted data, key decryption, and 
decryption of original data. 
In the group key management process whenever a 
particular data user is revoked or some data is altered it is 
not necessary to change all the data content, re-encrypt it 
and distribute among the data users. Simply it is sufficient 
to broad-caste the public key among all the data users, they 
will generate the secret key from the information they are 
provided at the beginning itself with the help of secured 
connection. The main advantage with this mechanism is 
less cost of establishing and maintaining secured 
connection among the data owner and the users for key 
transfer. This group key management needs the attribute 
information and the various access control policies (ACP’s) 
applied on those attributes. Similar to broad-caste 
encryption it also follows several steps such as establishing 
the connection between the data owner and the server 
through a trusted third party to access data from the cloud 
environment. The public key generation, secret key 
generation with access control policies (ACP’s), key 
distribution, data decryption, and rekey management when 
the user dynamics are changed.  
Loss less join decomposition of ACP 
In group key management scheme, at the owner level itself 
access control policy (ACP) will be decomposed in to 
multiple sub groups such that the union of all the sub 
groups should produce the original access control policy 
(ACP). Another issue here is the decomposition should be 
such that the owner should have some attribute which 
preserves the data confidentiality and provides security for 
the data from unauthorized accesses from the cloud, also 
the attributes it maintains should be as minimum as 
possible so that majority of the data modifications should 
be done at the cloud server level itself, without intervention 
of the owner every time. 

Conventional encryption: 
The conventional mechanism consists of four entities such 
as the data owner, trusted third party, the cloud server and 
the data user. 

 Data owner will produce the data and defines 
access control policies (ACP’s) for the data based 
on the user requirements also encrypts data with 
public key mechanism. 

 Cloud server will stores the data it should be 
honest but curious such that the data should be 
secured and privacy preserved, it hosts the 
encrypted data provided by the owner. 

 Trusted third party plays a major role in this 
process it establishes a secured connection 
between the owner and the user through the cloud 
server, it transfers identity keys and secret 
information between the owner and the user for 
information exchange. 

 Finally the user uses the identity keys gathered 
from the trusted third party to access the required 
data from the cloud environment which is supplied 
by the owner in encrypted format. 

In the conventional single level encryption the system 
undergoes the following phases. 
Initially the trusted third party issues identity token among 
users based on their attributes. 
The data users has to register all their identity token with 
the data owner so that they will receive the secret 
information which is necessary to decrypt the data which is 
hosted to the cloud server by the data owner with 
encryption. 
Now the data owner will encrypt its data based on the 
access control policies (ACP’s) issued with the relevant 
attributes. The data owner encrypts the data using keys 
which will be generated by using the group key 
management scheme which we discussed earlier, and 
uploads to the cloud server. 
User has to download the encrypted data available with the 
cloud environment, generates secret key with the help of 
information provided initially with trusted channel, and 
decrypt the data uses it. 
During the process of using data in this way data users may 
revoke, some data items may be modified, further 
encrypted data may undergo some alterations. In all these 
situations the data owner is responsible to perform re-
encryption. The owner has to download all affected data 
items from the cloud, decrypt, then encrypt again and 
upload to the cloud. 
 

III. IMPLEMENTATION METHODOLOGY 
Observe that in the conventional single level encryption 
approach the data owner has to pay large communication 
and computational cost because, whenever the user 
dynamics changes, owner has to alter the related data items 
as the encryption mechanism related to those attributes is 
with the owner. If the access control related encryption is 
assigned to the cloud server owner can get relaxation from 
re-encryption of the source data. Hence to reduce the 
computational cost on the owner it is better to transfer the 
authorization related encryption to cloud server keeping the 
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confidentiality related encryption with the data owner. The 
proposed mechanism is having two levels of encryption say 
the owner level and the cloud level encryption. 
Main issue with the multi-level encryption is that how to 
distribute the encryption among the owner and the server. 
We have different methods for this such as the first one is 
data owner will encrypt the data using a symmetric key 
first, then cloud server will perform access control related 
encryption. Advantage with this approach is there will be 
less work for the owner once he has encrypted the complete 
data using symmetric key. Another approach is both the 
owner and server will collaboratively perform the 
encryption related to access control. The draw back with 
this approach is it is somehow similar to the conventional 
method in which, there will be computational overhead on 
the owner. 
 

IV. MULTI-LEVEL ENCRYPTION 
In the proposed multi-level encryption mechanism all the 
access control policies (ACP’s) will be decomposed in two 
different sub components such that the loss less join 
condition is preserved. Here the partition of access control 
polices at the owner level will be such that the attributes 
related to confidentiality of the data will come under one 
sub set all the remaining comes under another set. At the 
cloud server level again the decomposition will be 
performed such that users requirement of various data 
attributes will be satisfied, common requests from various 
users will be grouped as single entity, all the related 
attributes access control encryption will be same, another 
group of attributes will be having another encryption with a 
different key, like this the method follows with a group of 
keys generated at the cloud level. Whenever the user 
dynamics changes, any data is modified, or a user is 
revoked only the related attributes encryption at the cloud 
level need to be re done. This reduces the burden on the 
owner and assigns access control related privileges to the 
cloud server without loss of confidentiality of the data. 
Token Issue: 
Trusted third part issue identity tokens to the data users 
based on the attribute request of the users. 
Primary Decomposition of ACP: 
Initially data owner will decompose access control policies 
(ACP’s) into two sub groups such that the first group 
consists of confidentiality related attributes, second group 
consists of other attributes of the data items. 
Secondary Decomposition of ACP: 
Cloud server will group the attributes in to sub groups 
based on the user registration of various tokens. Cloud is 
responsible for encryption of the data items based on the 
access control policies (ACP’s) of various data items. 
User Registration: 
Users has to register with their identity tokens so that they 
will get the secrets about how to generate the private key to 
decrypt data at later point of time. The user registration has 
to be done in two phases i.e., all the attributes related to 
confidentiality of the data has to be registered with the 
owner, all other attribute tokens related to access control 
has to be registered with the cloud server. 
Encrypt and Upload data: 

First, owner has to perform confidentiality related 
encryption of all the data items, each data item should have 
at least one attribute related to confidentiality. The sub 
group of access control polices related to confidentiality 
plays major role in this process. After the owner level 
encryption is done the data items will be encrypted again 
with other sets of access control policies (ACP’s) at cloud. 
Both owner and cloud will use different symmetric keys for 
encryption.  
Now the data is uploaded in to the cloud environment, 
along with the public information. The secret of key 
generation will be communicated separately to the users 
with the help of trusted third party. Cloud handles group 
key management and access control based encryption. 
Decryption at User: 
In order to access the original data, the data user has to 
decrypt the retrieved data twice, first decryption is done 
with the help of public information provided by the cloud 
server to generate key for access control related attributes, 
second level of decryption is done with the public 
information provided by the owner, it will give another 
secret key, by using both the keys the user can access 
original content of the data files. 
Re-encryption Management: 
Once the initial encryption is done, all the data items which 
are altered, added, or revoked has to be re-encrypted. Here 
the re-encryption is performed on those data items for 
which attributes are altered. This is done by the cloud 
server without involvement of the owner. Re-encryption 
can be taken care by the cloud server until unless access 
control policies (ACP’s) are not altered. If the access 
control related attributes are modified again the owner has 
to decompose the ACPs perform re-encryption of those 
data items and upload to server which is similar to the 
conventional method. In this case both owner and cloud has 
to perform re-encryption of the data items. 
 

V. ANALYSIS 
Conventional Verses Proposed: 
We aware that, in the conventional single level encryption 
mechanism the owner has to perform all the access control 
encryptions with a fine-grained mechanism. Here the cloud 
simply acts as a data storage place, it is not responsible for 
any access control related issues. The main advantage with 
this approach is that access control policy related 
information can be hide from the cloud server. If any user 
is trying to get unauthorized access from the cloud the data 
cannot be accessed by him. Major drawback with this 
approach is that owner has to pay high computational and 
communication overhead whenever the user dynamics 
changes, he has to download corresponding data items, 
decrypt them re-encrypt with a new symmetric key, and 
distribute the secure information among the users with the 
help of third party and upload the data files onto the cloud. 
Whereas the multi-level encryption mechanism reduces the 
burden on the owner. He has to perform encryption only at 
the initial stage with only those attributes which consists 
access control related to confidentiality of the data. Here 
most of the key management tasks will be taken care by the 
cloud itself. Whenever any identity attributes are altered, 
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the owner will change the access control policies related to 
cloud, such that re-encryption can be handled by the cloud 
itself. 
Security and Privacy: 
Coming to security concern both the conventional method 
and proposed method provide data security and privacy. In 
the earlier one as the owner is doing the complete 
encryption users can get access to the data only if it has the 
correct information about the decryption. Here all attribute 
based encryption will be performed by the server by 
considering access control policies. In the later one as 
encryption is performed at multiple levels user has to 
perform decryption two times first at the cloud level to get 
identity related data, next owner level to access the 
complete data. Privacy is provided in both the cases as the 
identity tokens will be issued based on the identity attribute 
through trusted third party. Here both owner and the cloud 
are unaware of the identity attributes of the user. 
 

VI. CONCLUSION 
Conventional approaches for secured and privacy preserved 
access control policy encryption for cloud data storage 
incur high computational and communication cost for the 
owners, as they has to re-encrypt the data whenever any 
user dynamics changes, in the proposed method we 
provided a better approach for privacy preserved fine-
grained access control encryption by decomposing the 
ACP’s into different sub groups, in this encryption will be 
done both at owner level and cloud level, the owner level 
encryption is to preserve the data confidentiality by 
maintaining related attributes encryption with owner, and 
access control privileged encryption will be done by the 
cloud by which encryption over head on the owner is 
reduced.  
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